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Encryption and Digital

Signatures
1. Protect your files and e-mails from
unauthorized access.
2. Be sure that a message actually
comes from the respective sender.
3. Make sure that the message has not
been changed along the way.
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Transmission via the Internet etc.
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Simple Encryption Table
A=B, B=C, C=D, D=E,...,.Z=A

ABBA > BCCB -> ABBA
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Frequency of Characters

A=2% Simple Ch ter Substituti
imple Character Substitution
E=20% can be deciphered easily, as the
=13 % frequency of each character
remains available and can be
x=0.04 % used to reconstruct the code
table.
Y =0.2 % etc. e
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Professional Encryption How do you transmit the private key?
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Asymmetric Encryption Pair of Keys
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Hybrid Approach Digital Signature

+ Use asymmetric encryption to transmit - -
a private key. - ,
* Then use the private key for ‘ q

communications. Encryption Decryption
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* Advantage: Much better performance.
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How do you know that the public key
is from the right person?

Certifying Authority (CA)

CA uses its Private Key to sign that Public
Key A is the Public Key of Martin Hepp

The slides will be available on the
internet at
http://ruby.fgcu.edu/courses/mhepp/
(-> CRN10026)
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Thank you!




