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; of end users who thought they erased a file
only to learn that a computer specialist was able to
make a full recovery are endless. Neither the Tile nor

Data Hiding

By Clayton Hoskinson, CFE, CFCE, and Jim Sleezer, CISA

Changing File Extensions
Hiding data by changing file extensions is similar to renam-
.ing files, except that the end user changes only the three-letter

the data were really erased.” All the user had done was make
the filename transparent to the operating system.
This article examines techniques that a slightly more
sophisticated end user might employ to hide data rather than
trying to erase 1t.
Remember to exercise caution when investigating for hid-
den data. For example, jf there is the possibility of a crimipal
offense or civil litigation, the auditor/analyst should contact a .
*r'Certiﬁed Forensic Computer Examiner (CFCE). The recovery

“of information that may be used in court or a Rearing must be
accomplished according to specific standards, and those stan-,
dards are not the subject of this article. The recovery process
fequires special skills and expertise that can be gained only
through experience, education and training.

The most important rule for the auditor/analyst who is

going to examine data on a computer is to make a bit-stream

_files also end in .dll or .

extension at the end of the file name. Command files once
gnded only in .exe, .com or .bat. With the advent of
Windows9x, WindowsNT/2000 and WindowsXP, command

¢s, on the other hand,
can have any three-character alphanumeric extension to be
considered a lepal filename. Theretore, The ond User can Greate |
any file extension on any file in an attempt to disguise it. For
example, a computer user looking for a Microsoft Excel
spreadsheet file would probably search for files with the exten-
sion of .xls, which is the default extension for Microsoft Excel
files. However, if the end user named an Excel file with an
extension other than xls, the file would not appear in a search
for Excel files. Of course, if the user searched the drive or
subdirectory for all files, then, as long as the hidden attribute
was not on, these files would appear in the list, Just because
certain files do not appear in the search results list does not ..

image of the target drive and examine that image. Never work

mean that those files are not on the computer, Personal experi-

onthe original drive

sdtic following are techniques that can be used to hide data.
They include renaming files, changing file extensions, turning
on the hidden attribute and concealing information in a part of
the disk where data would not normally exist.

Renaming Files
__Because filenames are user-enabled, the end user can create

ence suggests that advanced users are likely to create custom
file extensions. In fact, prior to the inclusion of long filenames
(LFN) in Microsoft Windows, custom extensions were almost
mandatory for keeping similarly named files separate

enaming files and changin, le
accomplished using the same operating system command:

rename or ren. The graphic file in figure 1 details the use of

. any filename desired for a given file. If thé end user is familiar

with-the-eperating-system and its files, he or she could use
similar names to conceal certain files. For example, the

Microsoft Windows Operating System has a hierarchy of file
extensions. If files named start.com, start.exe and start.bat
exist and start is typed with no extension at the command
prompt, the file with the extension .com will be initiated first.
If there is not a file ending in .com then the file ending in .exe,
and finally the file ending in .bat would be executed. In this
example, the end user could name a data file start.exe or
start.bat and be relatively sure to have concealed information
in the file that would never impact the system. Further, such a
file might not draw the attention of anyone who was looking
for unusual file information.

Most people know that files that end in .com are command
files, files that end in .exe are executable files and files that end
in .bat are batch files, It would be highly unlikely to find
recoverable data in .com or .exe files. This technique provides
—the end user who is trying to hide data with the perfect spot to
place secret information.

the ren command and its results.

C:\TEMP\ISACA>dir
Uolume in drive C is DRIVE
Uolune Serial Numbher is DBD? -BA%B

Directory of C:\TEMP\ISACAH

092/01/2002 ©5:55p <DIR> .
02/01,2802 H <DIR> .
82/81/2802 192 jim.txt

192 hytes
18,592,350.2088 byteg free

C:\TEMPA\ISACADren Jim.txt results.doc
C:\TEMP\ISACA>dir

Uolume in drive C is DRIVE C

VUolume Serial Number is DBD?7-BB9B
Directory of C:\TEMP\ISACA

02/01,2802 <DIR> .

82/081,2802 <DIR>
82,/01,2002

i M
2 Dirdsd

192 results.doc
hytes

192
D1r(° 18,592,251,984 hytes free

-CINTFMPATRACA>
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Figure 1 shows the directory that contains the file jim.txz. It
is 192 bytes and was created on 1 February 2002. The ren
command was used to change the filename to results.doc. A
subsequent listing of the contents of the subdirectory shows
that the filename has been changed. It is interesting to note that
although the filename has changed, the creation date and time
reported by the operating system are still the original date and
time. However, while using a program like Norton Diskedit to
look at the file, the modification and last access date and times
would be reflected with the change date and time.

If the end user just wanted to change the filename exten-
sion, the command syntax would be ren results.doc results.txt

<enter>. The screen shot 1n figure 2 shiows that change.

CaNTIRPNIDACN

on rerulizalon vresults txe

13,.585.8

CoNTIMPNIZACHS

__start and run the operating system generally should not be

There is no good way to know that a filename or extension
has been changed. However, the auditor/analyst might look for

* V—Volume
« R—Read-only
» H—Hidden

.The archive (A) attribute lets the system know whether a
file has changed since the last backup. This attribute has been
around since the beginning of DOS. Knowing that end users
periodically backed up their data, the designers of the operat-
ing system did not think they would want to back up the same
data over and over. So the operating system designers created
the archive attribute, which is reset each time the data file is
backed up. When users back up their files the archive attribute
is turped off. The next time the file is updated the attribute js___

_turned on. When the operating system is asked to back up data
files, it checks the file attributes to see if the archive attribute is
turned on or not. Depending on the results, the operating sys-
tem knows whether to back up a specific file.

: AS) attribute marks the file as em.
By default, files that are required by the operating system are
marked ch. Generally speaking, system files
s read-onl and hidden . System

d should be protected fr -
ruption or deletion, The designers of operating systems decid-
_ed to protect such files by adding the system file attribute.
_However, this atinibute readily can be added by an end user. .
Changi fle” T o i file d
have any impact on i tem.
The directory (D) attribute is added when the media directo- |
Iy is created. The operating system uses this attribute to keep

track of all of the directories that are created on g particular

a filename that sounds like it contains information (a document)
but has an extension that suggests the Tile could be executed al
“the command prompt. An example might be taxes 2002.exe.

—Such a file name extension suggests that the file could be run,

from the command line, but the filename does not sound like
an executable file. A reasonable test would be to try to run the
file from the command prompt. The auditor/analyst who gets
the error message “Bad command or file name” would know
that the file was not designed to run as a program. This would
be reason enough to further investigate the contents of the file.
When viewing files at the hex level with an edi

Norton Diskedit, the auditor/analyst will find a few telltale
signs in the file header information. For instance, all files that

have an .exe extension begin with MZ as the first two bytes.
Any .exe Tile that be ins with i tio

11 Microsoft Word documents start
with DOC, all WordPerfect documents start with WPD, all
Microsoft Excel spreadsheet files begin with XLS. By contrast,
files that end in .com have no designation at the beginning of
the file.

Turning on the Hidden Attribute
_Microsoft Windows assigns attributes to each file to keep

track of the file and its purpose. The attributes are as follows:

* A—Archive
» S—System
« D—Directory

media, such as a drive or a diskette, This attribute is not easily
changed by the end user.

Jhevolume (V) attribute is created by the operating system
tokeep.track of the name.of the. disk or rive, This attribute is _
Zeadily changeable by the end user but docs not have any real
&ffect on the computer or how it operates.

_The read-only attribute tells the operating system not to let
-any other files write directly to a file that has this attribute—
turned on. Although this attribute-is-easily changed by the end.
user, rarely do end users change files with this attribute. In the
early days of DOS, when the inmh'ng cythmm
at the command line, many users would set the read-only .
attribute to “on” for files like conumand.com. This would keep
viruses from writing to or changing the code in the file.
Command.com still appears in the Windows9x, WindowsNT,
Windows2K and WindowsXP operating systems. This file, in
which the operating system maintains all of its internal com-
mands, is required for the computer to operate.
The hidden attribute tells the operating system to hide the
) ﬁle Hldden files do not appear on the screen when the user runs
listing. To the user, the file is not prese -
_ggr[analvst who knows the file is there and knows the path to
Jocate the file, can access the file nogmally. However, to the end
user who does not know the file is there, the file does not exist.
This particular technique is one of the easiest methods to

_hide a file. The command syntax is simple. At a command
prompt or DOS prompt, the end user types the command

INFORMATION SYSTEMS CONTROL JOURNAL, VOLUME 3, 2002 29



“attrib + /-” to turn on or turn off an attribute, the initial letter
of the attribute, and then the file name, For example, to tun__
the hidden attribute on for a file named jim.txt, the syntax
~attrib +h jim.txt would be used.

~This would turn on the hidden attribute. The file name

In figure 5, the screen shot shows a directory listing to see
the filename, set the hidden attribute on and then request the
directory listing again to show that the file is hidden

op of figure 5, the direc isti -
mand dir was used. With this command, the computer listed

be visible in the directory listing. The screen shot in

figure 3 shows this procedure.

GanITHONIRadn?

Again using the file named jim.txt, which is 192 bytes in
size and was created on 1 February 2002, the only attribute
that is currently turned on for the file is the archive bit,
indicated by the “A” at the beginning of the second line in
figure 4. As discussed earlier, this attribute is turned on until
the file is backed up, and then it is turned off.

CNTENENIEAM >

the file jim.txt as part of the subdirectory ISACA. In the mid-
dle of the gaphlc the command attrib +h jim.txt was used to

ides the file from view.

The final command was the directory listing command
again, which showed the directory as empty. The file jim.txt is
hidden and does not show up.

" Figure 6 shows how to check a directory listing of all files,

even the hidden ones.

3%
CANGim.Exe

TINTEMPNIRAD
S

The command syntax attrib *.* is used to check the
attribute of all files in a subdirectory. This is a wildcard com-
mand that tells the operating system to display the attributes
and file names for all files with all extensions.

Concealing Information
«A_number of techniques can be used to conceal data in a
part of the disk where data normally do not exist. A few will

be discussed here.

One technigue that recently has achieved notoriety is the
addition of tracks or sectors to a drive. A 3.5 inch donble-den-

sity diskette with 720K of avallah]e storage space has 40

._tracks, while a high- densi e s h sical size

oo ’vryg‘n\y
Uu?v

ENIERCAD

__Create additional tracks. This technique of adding tracks would

“has 1.44MB of available space and 80 tracks. All the manufac-
turer did was compress the size of the tracks to put more infor-
mation on the diskette. In both cases, the physical number of
tracks is an artificial limit, based on the amount of space DOS
can recognize on a diskette, Specialized software, such as
Anadisk, by New Technologies, Inc., allows the end user to

_ allow s to conceal data that are not normally viewable

Another technigue involves the use of a hex editor, such as

Norton Diskedit. The data area always begins in cluster #2.
The system area precedes cluster #2. To find changes to the
System area, go to the root directory and view the last-directo-
_1y_entry with a text editor. As long as the first bit on each line
is O0h, the operating system will allow additional information
to be added without impacting the operating system or the root
directory. The user will still see the directory without error, but
a knowledgeable end user working with a hex editor could
view the additional information that had been added to the
diskette.
LAthird technigue for concealing data, which also involves
the use of a hex editor, is working with the file allocation table
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(FAT). The FAT is li s track of data and
filenames via a measurement called “clusters.” Every file occu-

i ters assigned to that
file, When viewing a FAT with a hex editor the user sees

columns of numbers that indicate an occupied cluster and a
_ pointer to the next cluster assigned to the file. Over time the
surface of the hard drive may become worn and lose some of _

Steganography

‘Steganography, which actually means secret writing, is ong
of the latest techniques for concealing information. This tech-
nique involves hiding data within data.

Researchers who studied the sizes of graphic files discoyv-
ered that a large amount of the space in a graphic file was
unused. Computer scientists tested this unused space and

cluster is so marked, the operating system no longer works
with that area of the drive. Then, using a hex editor, the user
can access the cluster or clusters that have been marked as bad
and write data to those areas. Anyone who knew a cluster had
been marked bad could read the data in those areas.

<A sophisticated user might use one or more of these
techniques to conceal and transfer data to another user. A

F thi hod by a US Federal B f Investieati
(FBI) agent, who recently pleaded guilty to having traded

secrets with a foreign government for years. The a

learned the add-a- i i-
gation training program and had used it to communicate with

_recent example of adding an additional track is the reported

his contact.

Encryption

Cryptography is more involved than can be
explained in this article, but a general description
and the options for an auditor/analyst follow.

The general explanation of encryption is
replacement writing. If the end user encrypts a
file, the contents of the file are run through an
algorithm or formula that converts the original
information to alternate (and possibly unread-
able) characters. Users who are authorized to see Co
the information use a key to decrypt the file, I
which makes the characters readable again.

There are two general kinds of encryption, one-way
(synchronous key) and two-way (public key). In a one-way
scheme, the information that is sent to the recipient is encoded
and decoded with the same key. In a two-way scheme, the
information is encoded with a public key and decoded with a
private key. The person who creates the keys gives everyone
the public key. If another person wants to send something to
the original person, the information is encrypted with the
public key. The only way to decrypt such encrypted informa-
tion is to run the private key against it.

The only way to recover information that has been encrypted
is for the auditor/analyst to convince the person who created the
keys to provide the public and private keys. If the encryption
algorithm used is a 48- or 56-bit key, those keys have been bro-
ken by frontal assault. If, however, the files have a 128-bit or
larger encryption algorithm, they are in essence encrypted for all
time. It is a secure and safe way to transmit information.

its magnetic charge th Jearned that it could be utilized without seriously compromis-
_marks the cluster as bad and no longer addresses that space. dng the quality of the original graphic file. For example, end
—With a hex editor, the sophisticated user could go jnto the FAT  users can download program files from the Internet that will
|__and choose a cluster that is good and mark it bad. Once the allow them to transfer information within graphic or other

files. Graphic files seem to be the file type of choice because
they have so much unused space.

‘When users engage in this type of file transfer it is difficult
to discover because the quality of the graphic file is rarely
affected. However, if too much of this available space is
utilized by other data, the quality of the graphic image can
be affected. The analyst/auditor would have to have a reason
to believe the graphic was degraded before noticing that
something was amiss.

Finding the Data

A variety of software applications can be used to find hid-
den data.Some are nothing more than using the operating sys-
tem’s internal and external commands, such as rename and

attribute

A few sophisticated applications, among
their other uses, have the ability to hide data.
One such program, Anadisk, originally was
created to allow for investigative and audit
§ _analysis of diskettes. In addition to a hex leve
editor, it has a facility that allows the end user

B at the track level. This samé application allows
B the user to write changes to the diskette.

The most readily available program for dis-
covering changes in the FAT or root directory
area is Norton Diskedit. This program allows the user to view

those areas of the system disk.

correctly, the auditor/analyst who comes across an altered
diskette or hard disk drive may not notice anything out of the
ordinary. There are no telltale signs. The auditor/analyst would

B (o view the data at the individual sector level or

pormally require independent information that unusual com-
puter use or abuse was going on to decidé fo examine a

i ere was reliable formation about
unauthorized computer activity and nothing had been located
in the system to indicate a problem, it would be a good idea to
delve further into the drives and files. Additional checks might
point toward the need for an extensive computer forensic
examination.

With the large size of hard drives these days, it is difficult to
check every file on a system for potential abuse. That is why
audit intelligence is so important.

Again, remember to never work directly on the target drive.

Always make a bit-stream image of the target drive and exam-
ine the image.
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